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Basic Juniper Enterprise Routing
               5-Day Class
$3000 / student

Course Overview
This five-day course is an introductory-level, instructor-led course that focuses on installation, configuration, operational analysis, and troubleshooting considerations of Juniper Networks routers in the enterprise. BJER introduces Juniper Networks Enterprise Routing platforms including both M-series and J-series models. It then focuses on router configuration using both the J-Web graphical user interface (GUI) and the JUNOS software command-line interface (CLI). Real-world configuration and operational monitoring case studies are provided for general router configuration and for RIP, static, and OSPF routing. The class also provides an overview of common services such as the Virtual Router Redundancy Protocol (VRRP), the Multilink Point-to-Point Protocol (MLPPP) and Network Address Translation (NAT).

The course combines both lecture and labs, with significant time allocated for hands-on experience with J-series platforms and JUNOS software. The BJER class is an excellent way to prepare students for attending other offerings in the Juniper Networks training curriculum.

Objectives

After successfully completing this course, you should be able to install, configure, operate, and troubleshoot J-series platforms.

Intended Audience

The primary audiences for this course are end users of J-series platforms, which include the following:

· Network engineers; 

· Support personnel; 

· Reseller support; and 

· Others responsible for implementing Juniper Networks Enterprise Routing products. 

Course Level

BJER is an introductory-level course.

Prerequisites

The BJER prerequisite is a basic understanding of the TCP/IP protocols.

While not required, familiarity with the command-line interface of a routing platform or UNIX system is helpful.

Course Contents

Course Introduction
Juniper Networks Enterprise Routers
· Customer Edge and Enterprise Platforms 

· Overview of Enterprise Routing Platforms 

· Architecture and Packet Flow 

· Model Specifics 

· Interface Support and Naming 

· Field-Replaceable Units 

JUNOS User Interfaces
· User Interface Options 

· User Authentication and Authorization 

· Active and Candidate Configurations 

· Using the J-Web Graphical User Interface 

· Lab 1, Parts 1-3: The J-Web Interface 

· Using the JUNOS Software Command-Line Interface 

· Lab 1, Parts 4-5: The JUNOS Software CLI 

Installation and Initial Configuration
· Installation Guidelines 

· Autoinstallation 

· Rescue and Factory-Default Configurations 

· Configuration Checklist 

· Initial Configuration Using J-Web 

· Initial Configuration Using the CLI 

· Overview of Interface Configuration 

· Configuring Interfaces Using J-Web 

· Lab 2: Initial Configuration 

Operational Monitoring and Maintenance
· Monitoring Platform Operation 

· Monitoring Interface Operation 

· Network Utilities 

· System Logging and Protocol Tracing 

· License Management 

· Maintaining JUNOS Software 

· File System Maintenance and Password Recovery 

· Lab 3: Operational Monitoring 

Routing Protocols and Policy
· Routing Tables and Route Preferences 

· Routing Policy 

· J-Web Support for Routing Protocols and Policy 

· Configuring and Monitoring Static Routing 

· Lab 4, Parts 1-3: Static Routing 

· Interior Gateway Protocols 

· Configuring and Monitoring RIP 

· Lab 4, Parts 4-5: RIP 

· Configuring and Monitoring OSPF 

· Lab 4, Part 6: OSPF Single Area 

· Lab 4, Part 7: OSPF Multiarea 

Services
· Overview of Services and Services Architecture 

· Overview of MLPPP 

· Configuring and Monitoring MLPPP 

· Overview of NAT and PAT 

· Configuring and Monitoring NAT and PAT 

· Lab 5: Services (MLPPP and NAT) 

Miscellaneous Features
· Introduction to VRRP 

· Configuring VRRP 

· Monitoring VRRP Operation 

· Introduction to DHCP Services 

· Configuring a DHCP Server 

· Monitoring DHCP Server Operation 

· Configuring a DHCP/BOOTP Relay Agent 

· Monitoring DHCP/BOOTP Relay Operation 

· Lab 6: Miscellaneous Features (VRRP and DHCP) 

Troubleshooting
· Troubleshooting Methodology 

· Troubleshooting Resources and Tool Kit 

· Best Practices 

· Lab 7, Parts 1-3: Troubleshooting 

· Troubleshooting Hardware 

· Troubleshooting Software 

· Troubleshooting Interfaces 

· Troubleshooting Protocols (OSPF) 

· Lab 7, Parts 4: Troubleshooting 
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    Adv Juniper Enterprise Routing
        5-Day Class

$3500 / student

Course Overview

This five-day course is designed to provide enterprise network engineers with the knowledge and skills necessary to use Juniper Networks routers to meet their networks´ requirements. It covers advanced routing and services configurations of Juniper Networks J-series and M-series platforms, focusing specifically on advanced configurations commonly used in the enterprise environment.

Objectives

After successfully completing this course, you should be able to:

· Explain how Juniper Networks routers evaluate policies.

· Implement a stateless firewall filter to protect the Routing Engine (RE). 

· Implement both an inbound and outbound routing policy for traffic over multiple ISP connections using BGP. 

· Monitor and troubleshoot BGP sessions and policy application. 

· Successfully transition a network running a distance-vector IGP to use a link-state protocol. 

· Configure Layer 2 services, including the Multilink Point-to-Point (MLPPP) protocol, Multilink Frame Relay (MLFR), and the Compressed Real-Time Transport Protocol (CRTP). 

· Implement a stateful firewall to enforce a firewall policy. 

· Implement Network Address Translation (NAT). 

· With a virtual private network (VPN) design, create the VPNs between some combination of J-series and M-series routers. 

· Given a class-of-service (CoS) design, configure appropriate CoS policies. 

· List two branch-office connectivity solutions and the traffic considerations that apply to each. 

· Given a list of technical constraints, implement certain branch-office connectivity solutions. 

· Explain the interaction of various configuration elements with CoS configuration. 

Intended Audience

The primary audience for this course is network engineers who work in an enterprise environment.

Course Level

This is an advanced-level course.

Prerequisites

The following are the prerequisites for this course:

· The Basic Juniper Enterprise Routing course or equivalent experience; 

· Knowledge, familiarity, and comfort with the JUNOS CLI; 

· Experience managing routers (not necessarily Juniper Networks) in an enterprise environment; 

· Understanding of destination-based, hop-by-hop IP routing in a Classless Inter-Domain Routing (CIDR) environment; and 

· Experience with IGPs in an enterprise environment. 

Course Contents

Course Introduction
JUNOS Policy
· Policy Language and Policy Evaluation Process Overview 

· Routing Policy 

· Firewall Policy 

· Unicast Reverse-Path Forwarding Checks 

· Review Questions 

· Lab 1: Policy Configuration 

BGP
· BGP Overview 

· IBGP Implementation 

· EBGP Implementation 

· BGP-IGP Interaction 

Enterprise Routing Policies
· Enterprise BGP Deployment 

· Case Study: Primary/Secondary Routing Policy 

· Review Questions 

· Lab 2: BGP Configuration 

Transitioning Between IGPs
· Transition Overview 

· Overlay Transition 

· Route Redistribution Transition 

· Integrated Transition 

· Review Questions 

· Lab 3: IGP Transition 

JUNOS Services Overview
· JUNOS Services Overview 

· Layer 2 Services Configuration 

· Layer 3 Services Overview 

· Review Questions 

· Lab 4: Layer 2 Services 

Stateful Firewall and Network Address Translation
· Stateful Firewall and NAT Overview 

· Applications 

· Configuring Stateful Firewall Rules 

· Configuring NAT Rules 

· Implementing Stateful Firewall and NAT 

· Monitoring Stateful Firewall and NAT 

· Review Questions 

· Lab 5: Stateful Firewall and NAT 

IPSec VPNs
· IPSec VPN Overview 

· IPSec VPN Configuration 

· Implementation Considerations 

· Monitoring 

· Review Questions 

· Lab 6: IPSec VPNs 

Class of Service
· CoS Overview 

· Traffic Classification 

· Traffic Queuing 

· Traffic Scheduling 

· Example 

· Troubleshooting 

· Review Questions 

· Lab 7: Class-of-Service Configuration 

Branch Office Connectivity
· Overview of Connectivity Options 

· Routing and Security Implications 

· CoS Considerations 

· Review Questions 

· Lab 8: Branch Office Connectivity (Optional) 
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    Basic Juniper Service Provider Routing
     5-Day Class
$3500 / student

Course Overview

The course is an intermediate-level, instructor-led course that focuses on the configuration of system and protocol-related features for the Juniper Networks M-series and T-series platforms , as well as operation and troubleshooting of Juniper Networks Routers. This class is a combination of lecture and lab to allow ample time for hands-on exposure to the JUNOS software configuration-mode and operational-mode analysis of protocol operation.  This course exposes attendees to fault-analysis procedures and troubleshooting techniques  to enable rapid problem determination and resolution.  
Intended Audience

The primary audiences for this course include network operations and engineering support staff, including personnel who are unfamiliar with Juniper Networks Router configuration, Internet engineers,  and Network Operations Center engineers. 

Objectives

After successfully completing this course, you will be able to:

· Perform initial configuration on M-series and T-series platforms. 

· Describe the basic functionality of the RIP routing protocol and how to configure it on a Juniper Networks M-series or T-series platform. 

· Use the routing policy within JUNOS software to control routes within the routing and forwarding tables. 

· Describe the basic functionality of the OSPF routing protocol and how to configure it on a Juniper Networks M-series or T-series platform. 

· Describe the basic functionality of the IS-IS routing protocol and how to configure it on a Juniper Networks M-series or T-series platform. 

· Describe the basic functionality of the BGP routing protocol and how to configure it on a Juniper Networks M-series or T-series platform. 

· Describe the concept of traffic engineering and how to configure MPLS on a Juniper Networks M-series or T-series platform. 

· Describe how packet filtering can control the flow of IP packets and provide security within the Juniper Networks M-series and T-series platforms. 

· Configure and monitor IP multicasting on a Juniper Networks M-series or T-series platform. 

Course Level

This is an intermediate-level course designed to provide an in-depth exposure to general configuration and routing protocol operation to prepare students for the more advanced Juniper Router courses available.
Prerequisites

· A basic familiarity with the JUNOS software CLI; 

· TCP/IP basics; 

· Link-state routing protocols, including a familiarity with either OSPF or IS-IS; 

· Operation of BGP4 and knowledge of the BGP4 mandatory attributes; and 

· General interdomain routing issues. 

While not required, familiarity with some type of UNIX system is helpful.

Course Contents

Introduction and Overview

JUNOS Software CLI 
· Gaining Access to the CLI 

· CLI Modes and Feature Overview 

· Configuration Mode 

· Lab 1: Command-Line Interface Review 

Overview of JUNOS Routing Platform Hardware
· JUNOS Routing Platform Overview 

· Installation and Handling Guidelines 

· Platform Architecture and Components 

· RTOS Packet Flow and Software Functionality 

· A/B/C Chipset Packet Flow and ASIC Functionality 

· L/M/N/R Chipset Packet Flow and ASIC Functionality 

· Interface Overview 

Initial Configuration
· Getting the Router up and Running 

· Configuration Groups 

· Software Upgrades and Installation 

· Configuring Interfaces 

· Lab 2: Initial System Configuration 

Protocol Independent Routing Properties
· Static Routes 

· Aggregate Routes 

· Generated Routes 

· JUNOS Software Routing Tables 

· Route Preferences and Active Route Selection 

RIP
· Routing Information Protocol Overview 

· RIP Version 2 Message Types and Limitations 

· Configuring and Monitoring RIP 

· Lab 3: RIP 

Routing Policy
· Policy Overview 

· Match Conditions 

· Applying Policy 

· Route Filters 

· Lab 4: Routing Policy 

OSPF Operation, Configuration, and Troubleshooting
· OSPF Overview 

· OSPF Scalability 

· Adjacency Formation and DR Election 

· Configuring OSPF 

· OSPF Monitoring and Troubleshooting 

· Lab 5: OSPF 

IS-IS Operation, Configuration, and Troubleshooting
· IS-IS Overview 

· IS-IS PDUs 

· Monitoring IS-IS Operation 

· Lab 6: IS-IS 

Border Gateway Protocol Operation, Configuration, and Troubleshooting
· BGP Overview 

· BGP Route Selection 

· BGP Attributes 

· Configuring and Monitoring BGP in JUNOS Software 

· Lab 7: BGP 

Traffic Engineering Overview
· The Concept of MPLS 

· The Need for Traffic Engineering 

· Overlay Networks and Their Drawbacks 

· Traffic Engineering: A Definition 

· Lab 1: MPLS Setup Lab 

MPLS Fundamentals
· MPLS vs. IGP Traffic Engineering 

· MPLS Terminology 

· MPLS Labels 

· MPLS Processing Examples 

RSVP-Signaled LSPs
· Static vs. Signaled LSPs 

· Signaled LSP Overview 

· RSVP Signaling 

· RSVP Extensions That Support MPLS Traffic Engineering 

· Path and Neighbor Maintenance 

· Configure RSVP Signaling 

· Monitor RSVP-Signaled LSPs 

· Lab 2: RSVP-Signaled LSPs 

LSP and Routing Table Integration
· Mapping Next Hops to LSPs 

· Default Ingress Router Behavior 

· Using Next-Hop Self vs. a Passive IGP 

· Overview of LSP Integration Options 

· Lab 3: LSP and Routing Table Integration 

Named Paths and Routing Constraints
· Explicit Route Objects 

· Strict and Loose Hops 

· Named Path Configuration 

· Confirming LSP Routing 

· Lab 4: Routing Constraints 

Internet Processor II Firewall Filters
· Overview of Firewall Filter Syntax 

· Match Conditions 

· Actions 

· Applying Firewall Filters 

· Filter Examples 

· Rate Policing 

· Operational Analysis of Counters and Policers 

· Lab 5: Internet Processor II Filtering 

Multicast Theory
· The benefits of Multicast 

· Multicast Addressing 

· IGMP 

· Multicast Routing 

· Dense and Sparse Mode Operation 

· RP Discovery Options 

· SAP and SDP 

· Lab 6: IP Multicast: PIM Dense Mode 

Multicast Configuration and Monitoring
· JUNOS Software Multicast Support 

· Configuring Multicast 

· Auto-RP and Bootstrap 

· Monitor Multicast operation 

· Confirming Presence of Tunnel Services PIC 

· Lab 7: IP Multicast: PIM Sparse Mode 

The M-series and T-series Troubleshooting Took Kit
· Caveats and Warnings 

· Troubleshooting Methodology 

· Troubleshooting Tools 

· Best-Practices Case Study 

· Sample Lab Topology 

· Lab 2: Troubleshooting Tools and Recommendations 

Hardware Troubleshooting
· Hardware Troubleshooting Overview 

· Power-Up, Power-Down, and Boot Media 

· Using the CLI to Troubleshoot 

· Case Study 

· Lab 3: Chassis Hardware Troubleshooting 

Software Troubleshooting
· JUNOS Software Overview 

· Monitoring Upgrades and Installation 

· Updating Removable Media 

· Core Files 

· Password Recovery 

· Case Study 

· Lab 4: JUNOS Software Troubleshooting 

Interface Troubleshooting
· Interface Configuration Overview 

· General Interface Troubleshooting 

· Media-Specific Interface Troubleshooting 

· Case Study 

· Lab 5: Interface Troubleshooting 

Troubleshooting and Monitoring the Forwarding Plane
· Definition of a Forwarding Plane Problem 

· Displaying Next Hops in the RE and PFE 

· Confirming Load-Balancing Behavior 

· Displaying Interface Firewall Filters, Leaky Buckets, and Policers 

· Diagnosing MTU-Related Problems 

· Forwarding Plane Troubleshooting Case Study 

JTAC Procedures
· Opening a Support Case 

· Support Services 

· How to Use FTP to Send Files to JTAC 

M-series and T-series Platform Details
Troubleshooting Routing Platforms
· Lab 6: Protocol Troubleshooting (Optional) 

Additional Features and General Guidelines for Staging and Acceptance Testing of M-series Routers
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        Advanced Juniper Service Provider Routing 5-Day Class

$4000 / student

Course Overview

This lab-intensive, hands-on course provides an advanced look at popular routing and traffic engineering protocols supported on Juniper Networks M-series and T-series platforms. The AJSPR course investigates the intricacies of interior gateway protocol (IGP) operation through OSPF and IS-IS labs that engage the student in a detailed examination of the link-state database and the effects of virtually all protocol options. The complexities of large-scale routing using BGP are then explored, with the focus placed on scaling networks using route reflection and confederations. In addition, numerous BGP options, such as multihop, multipath, and authentication, are discussed and configured in a lab setting. The class moves on to cover advanced JUNOS software features relating to MPLS and traffic engineering. In these sections the student is exposed to detailed discussions of RSVP and LDP signaling. Additional topics include CSPF and ERO-based routing constraints, routing table integration options, and traffic protection. The final sections of the course are devoted to a detailed exploration of multicast routing protocols, such as PIM, MSDP, and MP-BGP, in the context of interdomain multicast topologies that permit the demonstration of advanced multicast configuration options and monitoring.

Objectives

This is an intensive, hands-on, five-day course, with students participating in a variety of configuration and troubleshooting scenarios. Each student team controls its own router and participates in building large, multifunctional networks. Students who complete this course should be proficient in the configuration and operation of the major protocols and features supported in JUNOS software.

Intended Audience

The primary audience for this course includes personnel who are responsible for the provisioning, deployment, and troubleshooting of Juniper Networks router-based networks.

Course Level

This is an advanced-level course.

Prerequisites

Students should be able to configure, without assistance, a simple network using any of the following protocols: OSPF, IS-IS, BGP, RSVP, PIM. Student should have knowledge of the JUNOS Internet software configuration syntax to the extent covered in the Basic Juniper Service Provider Routing course.

Course Contents

Introduction and Overview
OSPF
· LSA Types 

· LSA Flooding 

· Graceful Restart 

· Configuration 

· Virtual Links 

· Multiarea Configuration 

· Lab 1: OSPF Multiarea Networks 

OSPF Stub Areas
· Stub Area Flooding 

· Address Summarization 

· No-Summaries 

· Configuration 

· Lab 2: OSPF Stub Areas 

OSPF Not So Stubby Areas
· NSSA Flooding 

· Address Summarization 

· No-Summaries 

· Configuration 

· Lab 3: OSPF NSSA Networks 

IS-IS
· PDU Types 

· TLV Options 

· Graceful Restart 

· Configuration 

· Mesh Groups 

· Lab 4: IS-IS 

Multiarea IS-IS
· Normal Operation 

· Route Leaking 

· Address Summarization 

· Multiarea Configuration 

· Lab 5: Multiarea IS-IS Networks 

BGP
· BGP Attributes 

· Route Selection 

· Modify Route Selection 

· Configuration 

· Lab 6: BGP 

Route Reflection and Confederations
· Route Reflection Operation 

· Attributes that Support Reflection 

· Configuration of Route Reflection 

· Route Reflection Operational Analysis 

· Confederation Operation 

· Attribute Handling in a Confederation 

· Attribute Handling in a Confederation 

· Confederation Operational Analysis 

· Lab 7: Scaling BGP 

MPLS Review and RSVP Signaling
· MPLS Terminology and the Shim Label 

· Path Signaling Options 

· Detailed Analysis of RSVP Signaling 

· Monitor RSVP Operation 

· Lab 8: RSVP-Signaled LSPs 

Constrained Shortest Path First
· IGP Extensions 

· Path Selection 

· Priority and Preemption 

· Administrative Groups 

· Lab 9: CSPF 

Traffic Protection and LSP Optimization
· Primary and Secondary Paths 

· Fast Reroute Node Protection 

· Fast Reroute Link Protection 

· LSP Optimization and Data Forwarding Options 

· Lab 10: Traffic Protection 

Label Distribution Protocol
· Purpose and Operation 

· Neighbor Discovery and Session Establishment 

· Configuration 

· Operational Analysis 

· Lab 11: LDP 

Protocol Independent Multicast
· Distribution Trees 

· Reverse Path Forwarding 

· Scoping 

· Configuration 

· Operational Analysis 

· Lab 12: Protocol Independent Multicast 

Multicast Source Discovery Protocol
· Purpose and Operation 

· Anycast RP Support 

· Interdomain Multicast 

· Configuration 

· Operational Analysis 

· Multiprotocol BGP and Multicast Support 

· MBGP Configuration 

· Using RIBs to Alter Multicast Forwarding 

· Lab 13: MSDP

Advanced Policy Modules contained in this course:

Policy Creation
· Policy Creation 

· Policy Construction 

· Modifying Existing Policies 

· Viewing and Testing Policies 

· Lab 1: Network Connectivity Check 

· Lab 2: Advanced Policy Creation 

Route Tables, Configured Routes, and Route Filters
· Routing Tables 

· Aggregate Routes 

· Generated Routes 

· Route Filters 

· Lab 3: Routes and Route Filters 

Load Balancing
· JUNOS Software Load Balancing 

· Load-Balancing Policies 

· BGP Load Balancing 

· Lab 4: Load-Balancing Routes 

Policy Processing
· Policy Chains 

· Prefix Lists 

· Subroutines 

· Policy Expressions 

· Lab 5: Altering the Policy Defaults–Policy Subroutines 

· Lab 6: Altering the Policy Defaults–Policy Expressions 

Class of Service
· Forwarding Class Override 

· Forwarding Using CoS 

· Lab 7: Class-Based Forwarding 

Interior Gateway Protocols
· Routing Information Protocol 

· Open Shortest Path First Protocol 

· Intermediate System-to-Intermediate System Protocol 

· Lab 8: Interior Gateway Protocols 

Multicast Policies
· PIM Spares Mode 

· Controlling PIM Joins 

· Controlling Source Active Messages 

· Multicast Scoping 

· Lab 9: Multicast Policies 

Border Gateway Protocol
· BGP Operation 

· BGP Next-Hop Attribute 

· Lab 10: Border Gateway Protocol 

BGP Attributes: Origin and Multiple Exit Discriminator
· BGP Origin Attribute 

· BGP MED Attribute 

· Lab 11: BGP Attributes–Origin and MED 

BGP Attributes: AS Path
· Modifying AS–Path Information 

· AS-Path Regular Expressions 

· Null AS-Path Information 

· Lab 12: BGP Attributes–AS Path 

BGP Attributes: Local Preference
· Local Preference 

· Local Preference Examples 

· Lab 13: BGP Attributes–Local Preference 

BGP Attributes: Communities
· Community 

· Well-Known Community Values 

· Community Configurations 

· Regular Expressions 

· Extended Communities 

· Lab 14: BGP Attributes–Communities 

BGP Route Damping
· Route Flap and Damping Overview 

· Route Damping Parameters 

· Damping Configuration and Analysis 

· Lab 15: BGP Damping
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         Operating JNPR Switches in the Enterprise
   4-Day Class

$2400 / student

Course Overview

This four-day course discusses the configuration of Juniper Networks EX-series switches in a typical network environment. Key topics include a platform overview, user configuration interfaces, initial and secondary system configuration tasks, operational monitoring of an EX-series switch, Ethernet switching concepts, spanning tree protocol, inter-VLAN routing, switching security protocols and features, IP telephony features, and design and implementation considerations.

Objectives

After successfully completing this course, you should be able to:

· Describe common deployment options for the EX-series switches. 

· Perform operational monitoring tasks typically associated with EX-series switches. 

· Install and configure an EX-series switch in a network. 

· Form a Virtual Chassis system by connecting multiple EX-4200 switches. 

· Configure and monitor virtual local area networks (VLANs). 

· Create a loop-free network environment using the spanning tree protocol (STP). 

· Implement inter-VLAN routing using static and dynamic methods. 

· Define and apply routing policy and firewall filters. 

· Secure a switch port using available port access security features. 

· Configure and monitor IP telephony features such as PoE, voice VLAN, and LLDP. 

· Design and implement a Layer 2 network using EX-series switches. 

Intended Audience

The primary audiences for this course are end users of EX-series switches, which include the following:

· Network engineers; 

· Support personnel; 

· Reseller support; and 

· Others responsible for implementing Juniper Networks enterprise switching products. 

Course Level

This is an introductory-level course.

Prerequisites

The OJNSE prerequisite is a basic understanding of the TCP/IP protocols.

While not required, familiarity with the command-line interface of a switching platform or UNIX system is helpful.

Course Contents

Course Introduction
Introduction to Juniper Networks Enterprise Switches
· Overview of Enterprise Switching Platforms 

· Architecture and Packet Flow 

· Network Management Options 

User Interface Options
· User Interface Options 

· Active and Candidate Configurations 

· Using the J-Web Graphical User Interface 

· Using the JUNOS Software Command-Line Interface 

· Lab 1: User Interface Options 

Installation and Initial Configuration
· Installation Guidelines 

· Rescue and Factory-Default Configurations 

· Configuration Checklist 

· Initial Configuration Options 

· Lab 2: Initial Configuration 

Secondary System Configuration
· User Configuration and Authentication 

· System Logging and Tracing 

· Network Time Protocol 

· Archiving Configurations User Configuration and Authentication 

· System Logging and Tracing 

· Network Time Protocol 

· Archiving Configurations 

· Dynamic Host Configuration Protocol 

· Simple Network Management Protocol 

· Lab 3: Secondary System Configuration 

· Dynamic Host Configuration Protocol 

· Simple Network Management Protocol 

· Lab 3: Secondary System Configuration 

Operational Monitoring and Maintenance
· Monitoring Platform Operation 

· Network Utilities 

· Maintaining JUNOS Software 

· File System Maintenance and Password Recovery 

· Lab 4: Operational Monitoring 

Virtual Chassis
· Virtual Chassis Overview 

· Deployment Options and Installation 

· Management and Operation 

· Lab 5: Virtual Chassis 

Interface Support, Configuration, and Monitoring
· Interface Support and Configuration 

· Monitoring Interface Operation 

· Interface Features 

· Lab 6: Interface Configuration 

Ethernet Switching and Virtual LANs
· Ethernet LANs 

· Bridging Basics 

· VLANs 

· Configuring and Monitoring VLANs 

· Routed VLAN Interface 

· Lab 7: Ethernet Switching and VLANs 

Spanning Tree Protocol
· Overview of Spanning Tree Protocol 

· Overview of Rapid Spanning Tree Protocol 

· Overview of Multiple Spanning Tree Protocol 

· Configuring and Monitoring STP, RSTP, and MSTP 

· Overview of Redundant Trunk Group 

· Configuring and Monitoring Redundant Trunk Group 

· Lab 8: Spanning Tree 

Inter-VLAN Routing
· Overview of Inter-VLAN Routing 

· Routing Support on EX-series Switches 

· Routing Table and Route Preference 

· Static Routing 

· Lab 9a: Static Routing 

· OSPF 

· Lab 9b: OSPF 

· Virtual Router Redundancy Protocol 

· Lab 9c: VRRP 

Routing Policy and Firewall Filters
· Policy Framework 

· Routing Policy Overview 

· Configuring and Monitoring Routing Policy 

· Firewall Filter Overview 

· Configuring and Monitoring Firewall Filters 

· Lab 10: Routing Policy and ACLs 

Switching Security
· MAC Limiting 

· DHCP Snooping 

· Dynamic ARP Inspection 

· 802.1X 

· Lab 11: Switching Security 

IP Telephony Services
· Power over Ethernet 

· Voice VLAN 

· LLDP 

· LLDP-MED 

· Lab 12: IP Telephony Services 

Design and Implementation of Layer 2 Networks
· Network Development Life Cycle 

· Network Design Assistance 

· Implementation Examples 

· Case Study 

· Lab 13: Design and Implementation 
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Operating Enhanced Services for JUNOS     4-Day Class

$2700 / student

Course Overview

The Operating Enhanced Services for JUNOS Software course is an instructor-led, four-day course designed to provide enterprise network engineers with the knowledge and skills necessary to use JUNOS software with enhanced services. It covers advanced security features and configurations of Juniper Networks platforms, focusing specifically on the enhanced services of JUNOS software. The course combines both lecture and labs, with significant time allocated for hands-on experience with JUNOS software enhanced services.

Objectives

After successfully completing this course, you should be able to:

· Describe the requirements of routers and firewalls. 

· Describe the architecture of JUNOS software with enhanced services. 

· Describe and define zone types and their purpose. 

· Configure and monitor zones. 

· Explain the meaning of SCREEN options. 

· Identify advantages of using JUNOS SCREEN options. 

· Configure and monitor zone-based SCREEN options. 

· Explain security policy functionality. 

· Configure and monitor security policies. 

· Describe Network Address Translation (NAT) features. 

· Configure and monitor NAT. 

· Describe IPSec VPNs. 

· Configure and monitor policy-based and route-based IPSec VPNs. 

· Describe high availability support and the JUNOS Services Redundancy Protocol (JSRP). 

· Describe JSRP operation. 

· Configure and monitor JSRP. 

Intended Audience

The primary audiences for this course are the following:

· Enterprise network engineers 

· Reseller support engineers. 

Course Level

This is an advanced-level course.

Prerequisites

The following are the prerequisites for this course:

· The Operating Juniper Networks Routers in the Enterprise course or equivalent experience; 

· Knowledge, familiarity, and comfort with the JUNOS software CLI; 

· Experience managing routers (not necessarily Juniper Networks) in an enterprise environment; 

· An understanding of destination-based, hop-by-hop IP routing; and 

· Experience with interior gateway protocols (IGPs). 

Course Contents

Course Introduction
The Architecture of JUNOS Software with Enhanced Services
· Device Requirements as a Router 

· Device Requirements as a Firewall 

· The Architecture of JUNOS Software with Enhanced Services 

· Typical Deployments 

· Lab 1: Initial Setup of Devices Using JUNOS Software with Enhanced Services 

Zone-Based Segmentation and Monitoring
· The Definition of Zones 

· Zone Configuration 

· Monitoring Security Zones 

SCREEN Options
· Multilayer Network Protection 

· Types of Attacks 

· Using JUNOS SCREEN Options 

· Applying and Monitoring SCREEN Options 

Security Policies
· Functionality and Default Behavior 

· Policy Match Conditions 

· Policy Actions 

· Policy Configuration Example 

· Verifying Policy Operation 

· Lab 2: Security Policies 

Network Address Translation
· Network Address Translation 

· Implementing NAT Using the Enhanced Services of JUNOS Software 

· Lab 3: NAT and PAT 
Campus Interconnectivity—IPSec VPNs
· VPN Types 

· Secure VPN Requirements 

· IPSec Details 

· Configuration of IPSec VPNs 

· IPSec VPN Monitoring 

· Lab 4: Campus Interconnectivity Using IPSec VPNs 

High Availability
· High Availability Overview 

· JSRP Components 

· JSRP Operation 

· Configuring JSRP 

· Monitoring JSRP 

Appendix A: Initial Setup and Software Maintenance
· Software Image Management 

· Licensing Model 

Appendix B: WXC Integrated Services Module 200 for J-series Services Routers
· WXC Integrated Services Module 200 Overview 

· Installing the WXC ISM 200 

· Initial Configuration of the WXC ISM 200 
· Configuring Optimization Features of the WXC ISM 200
Juniper CERTIFICATION Training and Resources
JNCIA-M

Graded JNCIA-M Practice Exam
JNCIS-M

Graded JNCIS-M Practice Exam
JNCIP-M
EDU-PROT-JNCIP-M-PUB
                       

  JNCIP-M Certification Bootcamp Class 5-Day Class
$4995 / student

Course Description

The JNCIP-M Bootcamp is an instructor-lead, 5-day course designed to prepare candidates for the Juniper Networks Internet Professional - M&T routing lab exam. The JNCIP-M certification lab is an 8 hour exam designed to confirm the candidate's ability to configure and troubleshoot a network using common routing protocols. Each candidate is required to build a seven router ISP from factory default, including all system parameters and protocols. During the 5-day bootcamp, candidates will receive instruction in each area of network protocol design, as well as, test taking tips and time management.

Each candidate will receive a dedicated seven router rack for hands-on practice. During the first three days, candidates will work through a series of labs. Each lab is designed to reinforce the candidate's ability to perform system configuration, install an IGP using IS-IS or OSPF, design the IBGP with route reflection or confederations, establish connections with all EBGP neighbors, and correctly configure the required routing policies. On the last two days of the camp, candidates are placed in a simulated test environment, each day with a different timed practice exam which is graded and returned to the candidate with constructive advisement.

Prerequisites
Students should have their JNCIS-M certification or related experience.
Course Outline

Test Preparation and Strategies 

System and Interface (lab) 

Routing Information Portocol (lab) 

Open Shortest Path First (lab) 

Intermediate System to Intermediate System (lab) 

Internal Border Gateway Protocol (lab) 

External Border Gateway Protocol (lab) 

Routing Policy (lab) 

Practice Exam 1 

Practice Exam 2

(no part number yet)

JNCIP-M Self Study Labs
(no part number yet)

JNCIP-M Lab Rack Rental
(no part number yet)

JNCIP-M Remote Proctored Practice Exam
JNCIE-M
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   JNCIE-M Certification Bootcamp Class 5-Day Class
$4995 / Student

Course Description

The JNCIE-M Bootcamp is an instructor-lead, 5 day course designed to prepare candidates for the Juniper Networks Internet Expert - M&T routing lab exam. The JNCIE-M certification lab is an 8 hour exam requiring the candidate to troubleshoot a preconfigured network consisting of 10 M-series routers. Each candidate is then presented with additional configuration task consistent with an expert level exam. During the 5 day bootcamp, candidates will receive instruction in each area of expertise, as well as, test taking tips and time management.

Each candidate will receive a dedicated nine router rack for hands-on practice. During the first four days, candidates will work through a series of labs. Each lab is designed to reinforce the candidate's ability to perform troubleshooting task, build layer 2 and layer 3 Virtual Private Networks, design and configure a multi-domain multicast network, establish Class of Service for real time and priority traffic, and perform packet level filtering and policing . On the last day of the camp, candidates are placed in a simulated test environment, with a timed practice exam which is graded and returned to the candidate with constructive advisement. The candidate is also provided with a second practice exam and rack access for the weekend following class for further reinforcement.

Prerequisites
Students should have their JNCIP-M certification or related experience.
Course Outline

Test Preparation and Strategies 

Network and Protocol Troubleshooting (lab) 

Multi-Protocol Label Switching(lab) 

Layer 3 Virtual Private Network (lab) 

Carrier of Carrier internetworking(lab) 

Layer 2 Virtual Private Networks (lab) 

Multicast (lab) 

Firewall Filters and Policers (lab) 

Class-of-Service (lab) 

IPV6 (lab) 

Practice Exam 
(no part number yet)

JNCIE-M Self Study Labs
(no part number yet)

JNCIE-M Lab Rack Rental
(no part number yet)

JNCIE-M Remote Proctored Practice Exam
JNCIE-ER
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JNCIE-ER Certification Bootcamp5-Day Class
$4995 / Student

The JNCIE-ER Bootcamp is an intense 5-day instructor lead course designed to prepare JNCIE candidate for the Juniper Networks Internet Expert—Enterprise Routing lab exam. Over a five day period, candidates will re-enforce their current knowledge, expose their weaknesses and receive vital test taking tips to help pass the JNCIE-ER lab exam.

Each student will receive their own dedicated rack of eight Juniper routers for hands-on practices throughout the week. On the final day of class, the students will be given a complete JNCIE-ER lab exam to accomplish as a simulation of the JNCIE-ER exam to test their new learned skills. Student will have continued access to their rack over the weekend following the course for additional practice time free of charge.

Doug Marschke, JNCIE-ER #3, JNCIE-M/T #41, is the course developer and instructor of the JNCIE-ER Bootcamp for Strategic Networks Training. He is also the co-author of the brand new O’Reilly’s JUNOS Enterprise Routing book which each student attending the JNCIE-ER Bootcamp class will receive a FREE copy. Doug also developed the actual Juniper JNCIE-ER lab exams.

Prerequisites
Students should have their JNCIS-ER certification or related experience.
Course Outline

Test Taking Strategies

· Time management 

· Approaching the test 

· What to expect 

· Planning ahead 

· Troubleshooting 

· System Configuration

· Remote access protocols and authentication mechanisms 

· Local and remote user management 

· Customized class templates with varying permissions and commands 

· SNMP 

· Syslog 

· Configuration management 

· Network Time Protocol (NTP) 

· Dynamic Host Configuration Protocol (DHCP) server configuration 

Interfaces
· IPv4 and IPv6 addressing 

· Frame Relay 

· Virtual LAN (VLAN) tagged interfaces 

· Redundancy and high availability with the Virtual Router Redundancy Protocol (VRRP) 

· Helper functions such as DHCP 

· Link bundling and aggregated interfaces 

· Point-to-point or point-to-multipoint links with a variety of Layer 2 encapsulations 

Interior Gateway Protocols (IGPs)

· OSPFv2 

· OSPFv3 

· OSPF multiarea, area types, virtual links 

· RIPv1/RIPv2 

· IGP tasks such as authentication and summarization 

· IGP routing policies 

· IGP redundancy design and implementation 

Border Gateway Protocol (BGP)

· External BGP 

· Internal BGP 

· Policies to control route advertisement 

· Load balancing BGP routes 

· Internet service provider (ISP) multi-homing scenarios 

IPv4/IPv6 Routing

· Static, aggregate, and generated routes 

· Filter-based forwarding and policy routing 

· Bidirectional Forwarding Detection (BFD) 

Network Security

· Securing a network with packet filters 

· Network Address Translation (NAT) 

· Stateful firewall services 

· Intrusion detection and prevention (IDP) 

· Virtual routers to segment secure services 

· Various types of service sets 

· IP Security (IPSec) tunnels 

Remote Connectivity

· IPSec tunnels as backup links 

· Routing over an IPSec or generic routing encapsulation (GRE) tunnel 

· GRE tunnel encryption 

· GRE tunnels as backup links 

(no part number yet)

JNCIE-ER Self Study Labs

(no part number yet)

JNCIE-ER Lab Rack Rental
(no part number yet)

JNCIE-ER Remote Proctored Practice Exam

Juniper Firewall Training
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        Basic Juniper Firewall 
     5-Day Training Class
$4500 / Student

Course Overview

This course is the first in the ScreenOS curriculum. It is a three-day, instructor-led course that focuses on configuration of the Juniper Networks firewall/VPN products in a variety of situations, including basic administrative access, routing, firewall policies and policy options, attack prevention features, address translation, and VPN implementations, server and domain administration, device configuration, template creation and management, policy creation and management, logging, and report generation. Through demonstrations and hands-on labs, students gain experience in configuring, testing, and troubleshooting features of Security Manager.

The course combines both lecture and labs, with significant time allocated for hands-on experience. Students completing this course should be confident in their ability to configure Juniper Networks firewall/VPN products in a wide range of installations.

Objectives

After successfully completing this course, you should be able to:

· Explain the Juniper Networks security architecture. 

· Configure administrative access and options. 

· Back up and restore configuration and ScreenOS files. 

· Configure a Juniper Networks device in transparent, route, and NAT modes. 

· Discuss the applications of multiple virtual routers. 

· Configure the Juniper Networks firewall to permit and deny traffic based on user defined policies. 

· Configure advanced policy options. 

· Identify and configure network designs for various types of network address translation. 

· Configure policy-based and route-based VPN tunnels. 

· Explain Security Manager concepts and terminology. 

· Set up and administer Security Manager servers. 

· Configure domains and administrators. 

· Add devices using modeling and importing. 

· Work with objects and templates. 

· Configure policies. 

· Perform routine device management tasks. 

· Work with logs and reports. 

· Generate statistical reports using the Statistical Report Server. 

· Configure VPNs with the VPN Manager tool. 

Intended Audience

This course is intended for network engineers, support personnel, reseller support, and others responsible for implementing Juniper Networks firewall products.

Course Level

This is an introductory-level course.

Prerequisites

This course assumes that students have basic networking knowledge and experience in the following areas:

· The Internet; 

· Networking concepts

· Ethernet

· TCP/IP 

· Routing

Course Contents

ScreenOS Concepts, Terminology, and Platforms
· Security Device Requirements 

· ScreenOS Security Architecture 

· Juniper Networks Platforms 

 Initial Connectivity
· System Components 

· Establishing Connectivity 

· Verifying Connectivity 

· Lab 1: Initial Configuration 

Device Management
· Management 

· Recovery 

· Lab 2: Device Administration 

 Layer 3 Operations
· Need for Routing 

· Configuring Layer 3 

· Verifying Layer 3 

· Loopback Interface 

· Interface-Based NAT 

· Lab 3: Layer 3 Operations 

 Basic Policy Configuration
· Functionality 

· Policy Configuration 

· Common Problems 

· Global Policy 

· Verifying Policies 

· Lab 4: Basic Policy Configuration 

Policy Options
· Overview 

· Logging 

· Counting 

· Scheduling 

· User Authentication 

· Lab 5: Policy Options 

Address Translation
· Scenarios 

· NAT-src 

· NAT-dst 

· VIP Addresses 

· MIP Addresses 

· Lab 6: Address Translation 

 Transparent Mode (Optional)
· Description 

· Configuration 

· Verifying Operations 

· Lab 7: Transparent Mode 

VPN Concepts
· Concepts and Terminology 

· IP Security 

Policy-Based VPNs
· Configuration 

· Verifying Operations 

· Lab 8: Policy-Based VPNs 

Security Manager Concepts
· The Role of Security Manager 

· Architecture and Communication 

Server Administration
· Security Manager Processes and Directory Structure 

· High Availability 

· Installation Overview—Security Manager 

· Installation Overview—NSMXpress 

Domains and Administrators
· Domains and Subdomains 

· Role-Based Administration 

· Configuration 

· Lab 1: Domains, Roles, and Administrators 

Adding Devices
· Scenarios and Methods 

· Device Exists 

· Device Does Not Yet Exist 

· VSYS, Cluster, Extranet, Group 

· Add Device Wizard 

· Lab 2: Adding Devices 

Abstraction—Objects and Templates
· Objects 

· Templates 

· Lab 3: Abstraction—Objects and Templates 

· Day 2
Abstraction—Policies
· What Is a Policy? 

· Creating New Policies 

· Merging Policies 

· Lab 4: Creating Policies 

Managing Devices
· Directives 

· Configuration Management 

· Device Management 

· Lab 5: Managing Devices 

Logging and Reporting
· Logging 

· Reporting 

· Action Manager 

· Lab 6: Logging and Reporting 

Central Manager
· Central Manager 

Virtual Private Networks
· Concepts and Terminology 

· Configuring VPNs 

Route-Based VPNs
· Concepts and Terminology 

· Configuring VPNs 

· Verifying Operations 

· Lab 9: Route-Based VPNs 

Appendix A: Additional Features
· Hardware 
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Advanced Juniper Firewall
   5-Day Training Class

$5000 / student

Course Overview

This five-day course focuses on configuring VPNs using Juniper Networks firewall/VPN products, the ScreenOS features that are typically required in large-scale networks (including dynamic routing, virtual systems, traffic shaping, and high availability) and attack prevention features of ScreenOS software. Upon completing this course, students should be able to return to work and successfully install, configure, and verify that a ScreenOS-based device is interoperating in the network as desired. Through demonstrations and hands-on labs, students gain experience in configuring, testing, and troubleshooting these advanced features of ScreenOS software.

Objectives

After successfully completing this course, you should be able to:

· Configure virtual systems, including standard, IP-based, and transparent mode. 

· Configure dynamic routing protocols, including OSPF and BGP. 

· Configure multicast operations, including IGMP and PIM-SM. 

· Configure high availability in both static routing and dynamic routing environments. 

· Configure traffic shaping features. 

· Verify operations and troubleshoot all previous configurations. 

· Configure LAN-to-LAN IPSec VPNs in various configurations. 

· Configure VPN redundancy. 

· Configure dynamic routing using IPSec VPNs. 

· Configure remote access IPSec connectivity including group IKE and shared IKE. 

· Configure GRE tunnels

· Configure attack prevention features, including: 

· SCREEN options; 

· Deep Inspection; and 

· Antivirus scanning. 

· Configure URL filtering. 

· Configure antispyware, antispam, and antiphishing filters

Intended Audience

This course is intended for network engineers, network support personnel, and reseller support personnel.

Course Level

This is an intermediate-level course.

Prerequisites

The course prerequisites for this course include the following:

· Completion of the Basic Juniper Firewall course or equivalent product experience; 

· General networking knowledge, including Ethernet, TCP/IP, and routing concepts. 

Course Contents

Course Introduction
ScreenOS VPN Basics Review
· Concepts Review 

· Configuration Review 

· Lab 1: ScreenOS Basics Review 

OSPF
· OSPF Operations 

· OSPF Configuration 

· Verification and Troubleshooting 

· Lab 2: Part 1–Configuring OSPF 

· Route Redistribution 

· Lab 2: Part 2–Configuring Redistribution 

· Route Optimization 

· Lab 2: Part 3–Optimizing Routing Tables 

BGP
· BGP Operations 

· EBGP Configuration 

· Filtering on Per-Peer Basis 

· Verification and Troubleshooting 

· IBGP Configuration 

· BGP Connectivity 

· Lab 3: Configuring BGP 

Advanced Static Routing
· Source-Based Routing 

· Policy-Based Routing 

· Destination Routing 

· Lab 4: Configuring Advanced Static Routes 

Multicast
· IGMP Operations 

· IGMP Configuration 

· PIM-SM Operations 

· PIM-SM Configuration 

· Multicast Policies 

· Lab 5: Configuring Multicast Support 

Virtual Systems
· VSYS Operations and Concepts 

· Configuring VSYS Using Interface Classification 

· Lab 6: Part 1–Creating a VSYS 

· VSYS Resource Management 

· Inter-VSYS Routing 

· Lab 6: Part 2–Inter-VSYS Routing 

· Lab 6: Part 3–Route Export 

· Address Translation 

· Lab 6: Part 4–Address Translation 

Redundancy
· NSRP Terms and Concepts 

· Configuring NSRP Active/Passive 

· Configuring NSRP Active/Active, VSD-Less Cluster, and NSRP-Lite 

· Tuning Failover Performance 

· Redundant Interfaces 

· Demo: NSRP 

Traffic Management
· Need for Traffic Management 

· Egress Traffic Shaping 

· Ingress Policing 

· DSCP Marking 

Virtual Systems Variations
· VSYS with IP Classification 

· Transparent Mode VSYS 

ScreenOS VPN Basics Review
· VPN Review 

· Verifying Operations 

· VPN Monitor 

· Lab 1: VPN Review 

VPN Variations
· Dynamic Peers 

· Transparent Mode 

· Overlapping Addresses 

· Lab 2: VPN Variations 

Hub-and-Spoke VPNs
· Concepts 

· Policy-Based Hub-and-Spoke 

· Route-Based, with No Policy, and NHTB 

· Route-Based with Policy 

· Centralized Control 

· AutoConnect-Virtual Private Networks 

· Lab 3: Hub-and-Spoke VPNs 

Routing over VPNs
· Routing Overview 

· Configuring RIP 

· Configuring OSPF 

· Case Studies 

· Lab 4: Dynamic Routing 

Using Certificates
· Concepts and Terminology 

· Configuring Certificates and Certificate Support 

· Configuring VPNs with Certificates 

· Lab 5: Using Certificates 

Redundant VPN Gateways (Optional)
· Redundant VPN Gateways 

· Other Options 

· Demo: Redundant VPN Gateways 

Generic Routing Encapsulation (Optional)
· Configuring GRE 

Dial-Up IPSec VPNs
· Basic Dial-up Configuration 

· Group IKE ID 

· XAUTH and Shared IKE ID 

NetScreen-Remote
· NetScreen-Remote Overview 

· Basic Dial-Up A-9 

· XAUTH/Shared IKE ID 

· Demo: Dial-Up VPNs 

· Lab 6: Dial-Up VPNs 

SCREEN Options
· Multilayer Network Protection 

· Types of Attacks 

· SCREEN Options Configuration 

· SCREEN Best Practices 

· Lab 2: SCREEN Options Configuration 

Deep Inspection
· Deep Inspection Overview 

· Attack Database Configuration 

· Policy Configuration 

· Logging and Monitoring 

· Lab 3: Deep Inspection Configuration 

Antivirus
· Antivirus Operations 

· Internal Scanning–HTTP Operations 

· Antivirus Configuration–Kaspersky 

· Antivirus Configuration–ICAP 

· Verifying Operations 

· Lab 4: Antivirus Configuration 

Web Filtering
· Web-Filtering Options 

· Web-Filtering Configuration 

· Verifying Operations 

· Lab 5: Configuring Web Filtering 

Antispam
· Antispam Concepts 

· Antispam Configuration 

· Verifying Operations 

· Lab 6: Antispam Configuration 

Juniper Service Layer Training
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      Secure Access SSL/VPN
   4-Day Training Class

$4000 / student

Course Overview

This four-day course discusses the basic and advanced configuration of Secure Access (SA) products in a typical network environment. Key topics include SSL access technologies, basic implementation, and configuration and management options, and progress through PKI support, additional authentication and authorization servers, complex policies, customization, virtual systems, high availability, and Secure Meeting. Through demonstrations and hands-on labs, students will gain experience in configuring, testing, and troubleshooting basic facets of the SA products.

Objectives

After successfully completing this course, you should be able to deploy the SA products to support common environments. Specific topics include the following:

· Introduction to the SA platform 

· Introduction to Secure Sockets Layer (SSL) Protocol and Public Key Infrastructure (PKI) 

· Typical deployment scenarios 

· SA Terminology 

· Roles 

· Role Restrictions 

· Realms 

· Resource Policies 

· Sign-in Policies 

· Authentication Servers 

· Local 

· Lightweight Directory Access Protocol (LDAP) 

· RADIUS (including two-factor) 

· NT 

· Network Information Service (NIS) 

· Authentication Policies 

· Host Checker 

· Cache Cleaner 

· Client/Server Support 

· J-SAM 

· W-SAM 

· Network Connect 

· Troubleshooting 

· Advanced Access Management 

· Public Key Infrastructure (PKI) support 

· Certificate Revocation Lists (CRL) 

· Virtual Hosting 

· Single Sign On (SSO) 

· Advanced Authentication 

· Certificate 

· Anonymous 

· Netegrity 

· SAML 

· Advanced Policies 

· Rewriting Policies 

· Authentication Policies 

· Role Mapping 

· Resource Policies 

· Password Management 

· Administrative Delegation 

· Custom User Interface (UI) 

· Clustering 

· Instant Virtual Systems (IVS) 

· Secure Meeting 

Intended Audience

This course is intended for network engineers, support personnel, reseller support, and anyone responsible for implementing SA products.

Course Level

This course spans introductory to advanced-level training.

Prerequisites

This course assumes that students have moderate background in internetworking basics, security concepts, network administration, and application support.

Course Contents

Course Introduction

Products and Features

· Secure Access Overview 

· IVE Deployment Options 

· Platforms and Feature Sets 

· Access Methods 

Technology and Terminology

· IVE Access Methods 

· IVE Platform Architecture 

· IVE Terminology 

Initial Configuration

· Console Configuration 

· Administrative U 

· Lab 1: Initial Configuration 

User Roles

· Configuring User Roles 

· Role Mapping 

· Customizing the User Experience 

· Lab 2: User Roles 

Logging and Troubleshooting

· Logs 

· Troubleshooting Tools 

· Lab 3: Logging and Troubleshooting 

Resource Policies

· What Is a Resource? 

· Resource Policy Configuration 

· Resource Policy Options 

· Resource Profile Configuration 

· Lab 4: Resources 

Servers for Authentication

· The Authentication Process 

· Configuring Authentication 

· Lab 5: Authentication Servers and Realms 

Client and Server Applications

· The Need for Client-Server Support 

· Secure Application Manager 

· Network Connect 

· Telnet and SSH 

· Terminal Services 

· Lab 6: Applications 

Endpoint Security

· The Juniper Endpoint Defense Initiative 

· Configuring Host Checker 

· Configuring Secure Virtual Workspace 

· Configuring Cache Cleaner 

· Configuring Authentication Policies 

· Configuring Role Restrictions 

· Lab 7: Endpoint Security 

Authentication Options

· Creating Sign-In URLs 

· Organizing Sign-In URLs 

· Multiple Sign-In Credentials 

· Configuring Single Sign-On 

· Configuring Secure Access Markup Language 

· Configuring eTrust SiteMinder 

· Lab 2: Authentication Options 

Certificates

· Certificates 

· Configuring Certificate Authentication Server 

· Configuring Multiple Server Certificates 

· Lab 3: Using Certificates 

Complex Policies

· Resource Policies 

· Role Mapping Rules 

· Specialized Web Resource Policies 

· Lab 4: Complex Policies 

Client and Server

· Describe Network Connect 

· Describe Installers 

· Describe Launchers 

· Lab 5: Client/Server 

Administration

· Administration 

· Delegated Administration 

· System Logs 

· Lab 6: Administration 

Juniper Endpoint Defense Initiative

· Describing J.E.D.I. 

· Configuring Host Checker 

· Configuring Endpoint Solutions 

· Lab 7: Host Checker 

Instant Virtual Systems

· Describing the Instant Virtual System 

· Configuring the Instant Virtual System 

· Lab 8: Virtual Systems 

Clustering

· Describing Clustering 

· Configuring Clustering 

· Lab 9: Active/Passive Configuration 

Secure Meeting

· Describing Secure Meeting 

· Configuring Secure Meeting 

· Meetings 

· Secure Meeting Client 

· Lab 10: Secure Meeting

EDU-PROT-IIDP-PUB

     


           Implementing IDP Products
   3-Day Training Class

$2500 / student

Course Overview

This three-day course discusses the configuration of Juniper Intrusion Detection and Prevention (IDP) sensors in a typical network environment. Key topics include sensor configuration, creating and fine-tuning security policies, managing attack objects, creating custom signatures, and troubleshooting. This course is based upon IDP software version 4.1 and Security Manager 2007.3.

Through demonstrations and hands-on labs, students will gain experience in configuring, testing, and troubleshooting the IDP sensor.

Objectives

After successfully completing this course, you should be able to:

· Deploy an IDP sensor on the network. 

· Monitor and understand IDP logs. 

· Configure, install, and fine-tune IDP policies. 

· Configure the Profiler. 

· Troubleshoot sensor problems. 

· Create custom signature attack objects. 

· Configure sensors for high availability using third-party devices. 

Intended Audience

This course is intended for network engineers, support personnel, reseller support, and others responsible for implementing Juniper Networks IDP products.

Course Level

This is an introductory-level course.

Prerequisites

This course assumes that students have basic networking knowledge and experience in the following areas:

· Understanding of TCP/IP operation; 

· Understanding of network security concepts; 

· Experience in network security administration; and 

· Experience in UNIX system administration. 

It also assumes that students have attended the Juniper Networks Security Manager Fundamentals course.

Course Contents

Course Introduction
Intrusion Detection and Prevention Concepts
· Network Attack Phases and Detection 

· Juniper Networks IDP Product Offerings 

· Juniper Networks IDP Three-Tier Architecture 

· Juniper IDP Deployment Modes 

Initial Configuration of IDP Sensor
· Overview of IDP Sensor Deployment Process 

· Initial Configuration Steps—IDP Standalone Device 

· Initial Configuration Steps—ISG1000/ISG2000 

· Lab 1: Sensor Initial Configuration 

IDP Policy Basics
· Attack Object Terminology 

· IDP Rule Components 

· IDP Rule-Matching Algorithm 

· Terminal rules 

· Lab 2: Configuring IDP Policies 

Fine-Tuning Policies
· Tuning Process Overview 

· Step 1: Identifying Machines and Protocols to Monitor 

· Step 2: Identifying and Eliminating False Positives 

· Step 3: Identifying and Configuring Responses to Real Attacks 

· Step 4: Configuring Other Rulebases to Detect Attacks 

· Lab 3: Fine-Tuning IDP Policies 

Configuring Additional Rulebases
· Overview of IDP-Related Rulebases 

· Exempt Rulebases 

· Traffic Anomalies Rulebase 

· Backdoor Rulebase 

· SYN Protector Rulebase 

· Network Honeypot Rulebase 

· Rulebase Processing Order 

· Lab 4: Configuring Additional Rulebases 

Profiler
· Profiler Overview 

· How to Operate Profiler 

· Using Profiler for Network Discovery 

· Using Profiler to Discover Running Applications 

· Using Profiler to Detect New Devices and Ports 

· Using Profiler to Detect Policy Violations 

· Lab 5: Using Profiler 

Sensor Operation and Sensor Commands
· Main Components of the Sensor 

· Description of Sensor Processes 

· Managing Policies with the scio Utility 

· Managing Sensor Configuration with the scio Utility 

· Monitoring with the sctop Utility 

· Lab 6: Using Sensor Commands 

Troubleshooting
· Review of Sensor Communication 

· Troubleshooting Tools 

· Troubleshooting Scenarios 

· Reimaging the Sensor 

· Lab 7: Troubleshooting 

Managing Attack Objects
· Examining Predefined Attack Objects 

· Examining Predefined Attack Object Groups 

· Creating New Custom Attack Object Groups 

· Updating the Attack Object Database 

· Searching the Attack Object Database 

· Lab 8: Managing Attack Objects 

Creating Custom Signatures
· IDP Packet Inspection 

· Obtaining Attack Information 

· Understanding Regular Expressions 

· Creating a Signature-Based Attack Object 

· Creating a Compound Attack Object 

· Lab 9: Creating Custom Signatures 

Configuring Sensors for External High Availability
· External HA Operation 

· Configuring Sensors for External HA

Instructor Led e-Learning

Routing and Switching

EDU-PROT-BJER-WEB
Basic Juniper Enterprise Routing:  10 Half Day sessions
EDU-PROT-AJER-WEB
Adv Juniper Enterprise Routing:  10 Half Day sessions

EDU-PROT-BJSPR-WEB
Basic Juniper Service Provider Routing: 10 Half Day sessions
EDU-PROT-AJSPR-WEB
Adv Juniper Service Provider Routing:  10 Half Day sessions

Security and Service Layer 
EDU-PROT-BJFW1-WEB
Basic Juniper Firewall Online 5-Half Day CJFV Class

EDU-PROT-BJFW2-WEB
Basic Juniper Firewall Online 4-Half Day SMF Class
EDU-PROT-AJFW1-WEB
Advanced Juniper Firewall DL1: Online IFVH Training Class
EDU-PROT-AJFW2-WEB
Advanced Juniper Firewall DL2: Online AJVI Training Class
EDU-PROT-AJFW3-WEB
Advanced Juniper Firewall DL3: Online APJF Training Class
EDU-PROT-SSL1-WEB
Secure Access SSL/VPN Online 4-Half Day CJSA Class

EDU-PROT-SSL2-WEB
Secure Access SSL/VPN Online 4-Half Day AJSA Class
EDU-PROT-IIDP-WEB
Implementing IDP Products Online 5-Half Day Training Class
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